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@ An apparatus for securing a system platform. 



(57) An apparatus (10,30) for securing a system 
platform which monitors unauthorized attempts 
at accessing a secure memory portion (20) with- 
in the system. The system includes a single 
microcontroller (12), a memory means (16) 
coupled to the microcontroller for storing infor- 
mation, a partition register (24) for partitioning 
the memory means into a secured address por- 
tion (20) and non-secured address portion (22), 
and a controlling means including the micro- 
controller (12) and a platform security monitor 
(14) for controlling access to the secured and 
non-secured address portions. The system may 
additionally include a circuit (80,81) for recog- 
nizing and logging unauthorized attempts at 
accessing the secure memory portion. 
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The present invention relates to an apparatus for 
securing a system platform. 

In particular the present invention relates to cir- 
cuitry for controlling access to programming and data 
within a computerized system, and more specifically 
to an apparatus for securing a system platform. 

Secure system platforms are necessary in some 
environments, and especially in retail environments 
to prevent theft A secure system platform is one in 
which an application program cannot access or mod- 
ify data, the operating system, encryption codes, or 
other secure functions which reside in the secured 
system platform. It should be understood that a sys- 
tem platform is a portion or level of system memory 
and a secure system platform is a portion or level of 
system memory which may not be accessed without 
authorization. 

Present secured system platforms are secured 
through the use of two microcontrollers, one for main- 
taining the secured environment, and another for run- 
ning application programs. This approach is very 
costly. 

It is an object of the present invention to provide 
an apparatus for securing a system platform which is 
of simplified construction. 

According to the present invention there is pro- 
vided an apparatus for securing a system platform, 
the apparatus comprising: a single microcontroller 
which is capable of running application programs; a 
memory means coupled to the microcontroller for 
storing information; partitioning means for partition- 
ing the memory into a secured address portion and 
a non-secured address portion; and controlling 
means, including the microcontroller, coupled to the 
partitioning means for controlling access to the se- 
cured address portion of the memory means. 

The system may additionally include a circuit for 
logging unauthorized attempts at accessing the se- 
cure memory portion. 

Preferably the platform security monitor includes 
a first circuit coupled to the partition register for de- 
termining which address portion the microcontroller 
attempts to access; a second circuit coupled to the 
first circuit for detecting signals from the microcon- 
troller attempting to read, write, or fetch information 
from the secure address portion; a third circuit for de- 
coding a predetermined sequence of write signals 
from the microcontroller; a fourth circuit coupled to 
the outputs of the first, second, and third circuits for 
generating a blocking signal when the microcontroller 
attempts to read, write, or fetch information from the 
secure address portion and when the microcontroller 
generates a sequence of write signals different from 
the predetermined sequence of write signals; and a 
fifth circuitfor blocking enable signals from the micro- 
controller to the memory in response to the blocking 
signal. 

Embodiments of the present invention will now 



be described, by way of example, with reference to 
the accompanying drawings, in which:- 

Figure. 1 is a block diagram of a first embodiment 
of the system in accordance with the present irv 
5 ventron; 

Figure. 2 is a block diagram of a second embodi- 
ment of a system in accordance with of the pres- 
ent invention; 

Figure. 3 is a schematic diagram of a platform se- 
curity monitor in accordance with the present in- 
vent ton; 

Figure. 4 is a flow diagram of a method of secur- 
ing a system platform in accordance with the 
present invention; and 

Figure. 5 is a flow diagram of a method of recog- 
nizing unauthorized access attempts in accor- 
dance with the present invention. 
Referring now to Figure. 1 , secure microcontrol- 
ler-based system 10 includes microcontroller 12, 
platform security monitor (PSM) 14, and memory 16. 
Microcontroller 12 is coupled to memory 16 through 
address, data, and control bus 18. 

Memory 16 is partitioned into secure address 
partition 20 and non-secure address partition 22. Se- 
cure memory partition 20 includes memory-mapped 
device memory. 

PSM 14 includes partition registers 24 which 
store information about the partition address 26 be- 
tween secure and non-secure address partitions 20 
and 22. PSM 14 continually monitors bus 1 8 and com- 
pares the addresses with partition registers 24 to de- 
termine whether microcontroller 12 is accessing se- 
cure or non-secure addresses. The purpose of PSM 
14 is to assure that microcontroller 12 only reads or 
writes to secure addresses when operating within the 
secure address partition 20. Thus, system 10 cannot 
be misused by any application running on system 10. 

Turning now to Figure. 2, another embodiment 30 
of the system of the present invention is shown. PSM 
14 is shown as residing on the same chip 32 as mem- 
ory management circuit 34, which makes more mem- 
ory 16 available through mapping methods well 
known in the art PSM 14 and memory manager cir- 
cuit 34 physically separate microcontroller 12 from 
memory 16 and any memory mapped devices. Thus, 
removal of chip 32 renders system 30 inoperable. 

In both Figures. 1 and 2, memory 16 is divided 
into two memory partitions for purposes of example 
and simplicity. However, the present invention envi- 
sions a memory divided into any number of partitions 
by simply storing several partition addresses in sev- 
eral partition registers. 

Turning now to Figure. 3, PSM 14 of Figure. 1 is 
shown in more detail. PSM 14 includes security flip- 
flop 40 that holds PSM 14 in either a locked or un- 
locked mode of operation. Rip-flop 40 receives inputs 
from state machine 42 and OR gate 44. State ma- 
chine 42 receives write signals "SCR0", SCR3", 
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and "SCR1", from microcontroller 12 and produces 
an "unlock" signal when three consecutive write cy- 
cles occur. 

OR gate 44 is part of a circuit including compar- 
ator 46 and AND gate 48. Comparator 46 compares s 
addresses from bus 18 with partition address infor- 
mation in partition register 26. The output signal from 
comparator 46 is fed to the inverting input of AND 
gate 48, which also receives a "fetch" (memory read) 
signal in put. The output signal from AND gate 48 is fed 10 
to OR gate 44, which also receives a "reset" signal 
and a write signal "SCR3" from microcontroller 12. 

PSM 14 is unlocked when microcontroller 12 
sends out three write signals (SCRO, SCR3, SCR1) to 
three predetermined non-sequential addresses with- is 
out any intervening read, write, or fetch bus cycles. 
The unlock signal from state machine 42 changes the 
output of flip-flop 40 to the unlocked mode. One skil- 
led in the art could make several state machines (or 
even another form of circuit) that could produce a se- 20 
cure unlock signal without departing from the scope 
of the present invention. 

Flip-flop 40 produces an output signal indicating 
locked or unlocked mode which is fed to AND gate 52, 
which also receives an input signal from comparator 25 
54. Like comparator 46, comparator 54 monitors ad- 
dress bus 18 and compares addresses from bus 18 
with partition address information in partition regis- 
ter 26. Two comparators, 46 and 54, having the same 
function, are employed by the circuit in Figure. 3. 30 
However, it is understood that one comparator may 
be used for economy. The output signal from AND 
gate 52 is fed to blocking circuit 56 and to AND gate 
80. 

In operation, when microcontroller 12 is operat- 35 
ing in non-secure partition 22, PSM 14 is in a locked 
mode. PSM 14 monitors address bus 18 and any at- 
tempt to read, write, or fetch an instruction from an 
address in secure partition 20 triggers PSM 14 to 
block the enabling signal to memory 16. 40 

When operating in the locked mode, comparator 
54 compares the address from address bus 18 with 
the partition information in partition registers 26. If 
the address is within secure partition 20, microcon- 
troller 1 2 is trying to access secure addresses. Com- 45 
parator 54 sends a signal to AND gate 52, which com- 
bines with the locked mode" signal from flip-flop 40 
to satisfy the "AND" condition of AND gate 52. AND 
gate 52 then sends a signal to blocking circuit 56, 
which blocks the microcontroller cycle by sending a 50 
signal that blocks the memory enabling signals. 
Since all memory accesses are disabled, microcon- 
troller 12 can not read, write, orfetch instructions from 
memory 16. 

AND gate 52 also sends a signal to AND gate 80 55 
which combines with the fetch signal to satisfy the 
AND condition of AND gate 80. The output of AND 
gate 80 provides a "set" signal to SR flip-flop 81. 



When flip-flop 81 is set, a security breach has occur- 
red as microcontroller 12 has tried to fetch an instruc- 
tion from a secure address while in the locked mode. 
The state of flip-flop 81 may be read by microcontrol- 
ler 12 through various methods known in the art for 
accessing a status port The reading of the status 
port will reset flip-flop 81 . 

When PSM 14 is in the locked mode, any attempt 
to execute an instruction in the secure partition 20 
triggers PSM 14 to reset or otherwise disable micro- 
controller 12. Therefore, PSM 14 does not allow any 
modifications or reading of data or instructions stor- 
ed at secure addresses, and does not permit the ap- 
plication, which operates in non-secure partition 22, 
to pass control to any instruction set stored at a se- 
cure address by simply fetching secure instructions. 

Various methods known in the art may be used 
to reset or disable microcontroller 12. For example, 
microcontrollers which have internal data bus pul- 
lups, and which reset when an instruction containing 
all binary ones is received, are resetable by disabling 
the chip enable of the memory chips employed. Alter- 
natively, a reset instruction may be forced onto the 
microcontroller bus. Some microcontrollers can be 
disabled by triggering the reset input on the micro- 
controller. 

The application can invoke certain secure func- 
tions by following the sequence in the flowchart 
shown in Figure. 4, which illustrates the operation of 
system 10, beginning with START 60. 

In block 62, an application selects which secure 
function it wishes to invoke from the list of permissi- 
ble functions. 

To run the secure function the application writes 
the appropriate selection key to a selection register 
in block 64. 

In block 66, the application passes control to a 
pre-designated secure entry address internal to mi- 
crocontroller 12 where a secured access routine re- 
sides. 

In block 68, microcontroller 12 executes the first 
set of instructions of the secured access routine, 
which are instructions to unlock PSM 14 so that mi- 
crocontroller 12 can access secure addresses. PSM 
14 is unlocked when the microcontroller sends out 
write signals SCRO, SCR3, SCR1 to three predeter- 
mined non-sequential addresses without any inter- 
vening read, write, orfetch bus cycles. 

Only internal memory instructions can perform 
such a sequence of write commands because mem- 
ory fetch cycles will not appear on external bus 18. 
Therefore, the unlocking sequence does not have to 
be secret because an application can not possibly du- 
plicate it without an intervening fetch on bus 18. 

After unlocking PSM 14, the secured access rou- 
tine instructions reads the selection key from the se- 
lection register and executes the appropriate secure 
function in blocks 70 and 72. Microcontroller 12 has 
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access to all secure addresses at this time, which is 
acceptable because microcontroller 12 is executing 
secure instructions that are stored entirely within se- 
cure partition 20. 

Figure. 5 illustrates a possible method of monitor- 
ing unauthorized attempts at accessing secure par- 
tition 20, beginning at START 91. In block 90, micro- 
controller 12 is initialized by a reset or power-on con- 
dition. 

In block 92, microcontroller 12 performs internal 
diagnostics to verify normal operation. 

Before starting an application, microcontroller 12 
reads the security status port to determine the status 
of flip-flop 81 in block 94. 

In block 96, the breach bit is tested to determine 
if an unauthorized access attempt has occurred. If an 
unauthorized access attempt has occurred, the 
breach flag is set in block 98 and the recovery proce- 
dure is executed in block 99. The recovery procedure 
may include logging instances when the breach flag 
is set, and clearing the breach flag. 

If an unauthorized access attempt has not occur- 
red, then the application is started. 

Unlocked PSM 14 sits poised to return to the 
locked mode if microcontroller 12 resets, sends out 
write signal SCR3, or attempts to fetch an instruction 
from a non-secure address. Comparator 46 continu- 
ally monitors bus 18 for any attempt to access non- 
secure memory partition 22 by comparing the ad- 
dress with the partition information in partition reg- 
isters 26. If the address is within secure partition 20, 
then comparator 46 sends a signal to the inverting in- 
put of AND gate 48. AND gate 48 combines the signal 
that a non-secure address has been addressed and 
a signal that indicates that microcontroller 12 is fetch- 
ing an instruction. When the AND condition is met, 
AND gate 48 sends a "lock" signal to OR GATE 44. 
OR GATE 44 generates a "lock" signal to set flip-flop 
40 if it receives a reset signal, write signal SCR3, or 
a "lock" signal from AND gate 30. 

When microcontroller 12 finishes executing the 
secure instructions it will pass control back to in- 
structions in non-secure partition 22 in block 74. This 
first fetch instruction to an application address caus- 
es PSM 14 to immediately go back to a locked mode 
so that no application instruction can ever modify se- 
cure memory partition 20 or execute secure func- 
tions directly. The present invention envisions modi- 
fications to the conditions that cause flip-flop 40 to 
set. 

In view of the foregoing it will be clear to a person 
skilled in the art that modifications may be incorpo- 
rated without departing from the scope of the present 
inventions. 



Claims 

1. An apparatus for securing a system platform, the 
apparatus comprising: a single microcontroller 

5 (12) which is capable of running application pro- 

grams; a memory means (16) coupled to the mi- 
crocontroller for storing information; partitioning 
means (24,26) for partitioning the memory into a 
secured address portion (20) and a non-secured 

10 address portion (22); and controlling means 
(12,14), including the microcontroller, coupled to 
the partitioning means for controlling access to 
the secured address portion of the memory 
means. 

15 

2. An apparatus as claimed in claim 1, further com- 
prising: recognition means (80,81) for recogniz- 
ing unauthorized attempts at accessing the se- 
cure address portion of the memory means. 

20 

3. An apparatus as claimed in claim 1, or claim 2 
characterized in that the partitioning means com- 
prises: a partition register (24). 

25 4. An apparatus as claimed in any of claims 1 to 3, 
characterized in that the controlling means com- 
prises: first circuit means (46,54) coupled to the 
partitioning means for determining which ad- 
dress portion the microcontroller attempts to ac- 
30 cess; second circuit means (44,48) coupled to the 
first circuit means for detecting signals fro the mi- 
crocontroller attempting to read, write, or retch in- 
formation from the secure address portion; third 
circuit means (42) for decoding a predetermined 
35 sequence of write signals from the microcontrol- 
ler; fourth circuit means (40) coupled to the out- 
puts of the first, second, and third circuit means 
for generating a blocking signal when the micro- 
controller attempts to read, write, or fetch infor- 
40 mation from the secure address portion and 
when the microcontroller attempts to read, write, 
or fetch information from the secure address por- 
tion and when the microcontroller generates a 
sequence of write signals different from the pre- 
45 determined sequence of write signals; and fifth 
circuit means (56) for blocking enable signals 
from the microcontroller to the memory in re- 
sponse to the blocking signal from the fourth cir- 
cuit means. 

50 

5. An apparatus as claimed in claim 4, character- 
ized in that the first circuit means comprises: a 
comparator (46,54). 

55 6. An apparatus as claimed in claim 4 or claim 5, 
characterized in that the second circuit means 
comprises: an AND gate (48) having an input 
from the first circuit means and a fetch input from 



30 



35 



40 



45 



4 



7 EP 0 602 867 A1 8 

the microcontroller; and an OR gate (44) having 
an input from the AND gate, a write signal input 
from the microcontroller, and a reset input from 
the microcontroller. 

5 

7. An apparatus as claimed in any of claims 4 to 6, 
characterized in that the third circuit means com- 
prises: a state machine (42). 

8. An apparatus as claimed in any of claims 4 to 7, 1 o 
characterized in that the fourth circuit means 
comprises an RS-type flip-flop (40) having inputs 
from the second and third circuit means; and an 
AND gate (52) having inputs from the RS-type 
flip-flop and the first circuit means (54). 1 5 

9. An apparatus as claimed in claim 2, character- 
ized in that the recognition means comprises an 
AND gate (80) having fetch and blocking circuit 
enable inputs and an output; and an SR-type flip- 20 
flop (81) coupled to the output of the AND gate 
(80), the And gate having a status read input and 

a breach signal output. 
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